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Foreword

This manual contains information about the image/firmware/system program (from now on referred
to as image) and how to get started with the device in the most common applications.

The information in this manual is valid for the latest versions of hardware at the time the manual was
released. All documentation is available in our Download center.

Visit Beijer Electronics SmartStore for image updates and software downloads.

Copyright © 2024 Beijer Electronics AB. All rights reserved.

The information in this document is subject to change without notice and is provided as availa-
ble at the time of publishing. Beijer Electronics AB reserves the right to change any information
without updating this publication. Beijer Electronics AB assumes no responsibility for any errors
that may appear in this document. All examples in this document are only intended to improve
understanding of the functionality and handling of the equipment. Beijer Electronics AB cannot
assume any liability if these examples are used in real applications. In view of the wide range
of applications for this software, users must acquire sufficient knowledge themselves in order
to ensure that it is correctly used in their specific application. Persons responsible for the
application and the equipment must themselves ensure that each application is in compliance
with all relevant requirements, standards, and legislation in respect to configuration and safety.
Beijer Electronics AB will accept no liability for any damage incurred during the installation or
use of equipment mentioned in this document. Beijer Electronics AB prohibits all modification,
changes, or conversion of the equipment.
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Introduction

1. Introduction

BoX2 is a series of protocol converters, lloT gateways and edge controllers that combine clever
connectivity with smart functions such as local data base storage, alarm servers, data exchange,
reporting, C# scripting, etc. BoX2 series is configured (except BoX2 pro motion) with iX Developer.
For BoX2 pro SC/BoX2 extreme SC, BCS Tools 3.50 or later is used to write the PLC program.

Please refer to the BoX2 Hardware and Installation manuals (with technical data as well as cutout
and outline dimensions) and iX Developer manuals for further information. All documentation is
available in our Download center.

1.1. Note, Tip and Important Icons

This publication may include Important and Note icons where appropriate to point out safety-related,
or other important, information. It may also include Tips to point out useful hints to the reader. The
corresponding symbols should be interpreted as follows:

@ NOTE
The Note icon alerts the reader to pertinent facts and conditions.

TIP
@ The Tip icon indicates advice on, for example, how to design your project or how to
use a certain function.

o IMPORTANT
The Important icon highlights important information.

1.2. Trademarks

Microsoft, Windows, Windows Embedded CE 6.0 R3, Windows Embedded Compact 2013, Windows 7,
Windows Embedded Standard 7 are registered trademarks or trademarks of Microsoft Corporation
in the USA and/or other countries. Any additional trade names given in this documentation are
trademarks of their corresponding owners.
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1.3. References

Name Description

MAEN361 Best Practice Image Update
MAEN362 Hardware and Installation Manual BoX2 base v2
MAEN275 Hardware and Installation Manual BoX2 pro
MAEN276 Hardware and Installation Manual BoX2 extreme
MAEN355 Reference Manual iX Developer

Version: 2.40 SP7 b 2.47.473 and later
MAENS831 Reference Manual iX Developer

Version: 2.40 SP7 b 2.47.417 and earlier
MAEN832 User's Guide iX Developer
MU299609 BCS Tools - User Manual
KI00390 BoX2 pro motion and BSD Start up manual

The installation, technical data as well as cutout and outline dimensions of the devices are
described in the Hardware and Installation manual for each device. Please refer to the Hardware
and Installation manuals and the iX Developer manuals for further information.

NOTE
@ For image and software updates/downloads, visit Beijer Electronics SmartStore.

Additional information, such as Start Up guides, manuals and “Best practice”
documents are available in our Download center.

NOTE
@ For specifications on supported USB memories and SD cards, please refer to the
Hardware and Installation manual for your specific BoX2 device.

1.4. Operating Systems

BoX2 pro motion

BoX2 extreme

BoX2 extreme SC

Image family Operating system license Runtime licenses
BoX2 base v2 iX Runtime
BoX2 pro iX Runtime
BoX2 pro SC iX Runtime and CODESYS
Runtime

Windows Embedded Compact 2013

(General Embedded) CODESYS motion runtime

iX Runtime excluded.

iX Runtime

iX Runtime and CODESYS
Runtime

2024-05
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General Information
2. General Information

@ NOTE
BoX2 pro motion is only partly covered in this manual. For more information on
configuring the BoX2 pro motion, see the BoX2 pro motion and BSD Start up manual
(K100390).

0 IMPORTANT
When updating the system image through “Make recovery SD card” an SD card
formatted with FAT16/FAT32 and maximum 32 GB must be used.

2.1. Default IP Addresses

These are the default IP addresses for the BoX2 devices:

BoX2 base v2, extreme (incl. SC), pro (incl. SC) BoX2 pro motion
LAN A 192.168.1.1 None (EtherCAT)
LAN B DHCP 192.168.1.1
NOTE

Devices with 2 Ethernet ports MUST NOT have IP addresses in the same subnet.

2.2. Open Ports

In the firmware there are some ports that are open by default due to the operating system or that
the internal application requires it.

Type Description Open by default
UDP and TCP Project transfer (9999) Yes
ubP Netbios (137) Yes
UDP Netbios (138) No'

'Filtered.

2.3. LED Indication

BoX2 uses three colors for LED indication; Red, Purple and Blue.

2.3.1. Red
State Description
Constant on Unit is busy booting, or updating image through recovery SD card.
Every 2 seconds Unit is in standby/update mode. If image recovery has been run, then
on/off this indicates it has finished, eject SD card and reboot unit.

Beijer Electronics, MAEN363 7 2024-05
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State Description

Fast flashing Eject USB/SD card.

NOTE

Fast flashing continues for a couple of seconds after
ejecting the USB/SD card.

2.3.2. Purple

State Description

Constant on Operating system is booting up.

Every 0.5 seconds The unit is on standby and no iX Runtime or CODESYS project is
on/off running.

Fast flashing for 5 USB/SD card project (iX or CODESYS) update successful.
seconds

2.3.3. Blue

State Description

Every 0.5 seconds The iX project is running.
on/off

Every 0.5 seconds, CODESYS project is running.
short flash

Every 0.5 seconds, Both iX and CODESYS running.
alternately short

and long flash

NOTE

If the LED alternatively flashes Red to Blue to Purple, the wrong image type is
installed. Please reinstall correct image.

2024-05 8 Beijer Electronics, MAEN363




Configuration

3. Configuration

To be able to configure the BoX2 device, the following software might be required:

 iX Developer

NOTE
Not applicable for BoX2 pro motion.

« BCS Tools for BoX2 with CODESYS Runtime.

3.1. How to Set the IP Address in BoX2

Changing the IP address on a BoX2 device can be done through our BoX2 Configuration Tool or by
editing a JSON-file manually. For instructions on manually editing the JSON-file, see the following
chapter.

3.1.1. Manually Editing the JSON-file

NOTE
@ On BoX2 pro SC, BoX2 pro motion and BoX2 extreme SC, if the EtherCAT driver is
enabled, LAN A is used for EtherCAT only.

LAN B is for programming and communication.

Follow these steps to edit the network settings on a BoX2 base v2, BoX2 pro (incl. motion) and BoX2
extreme:

1. Download and extract this zip-file on your computer.
The zip-file and instructions can also be found here.

2. Edit the JSON-file to change the network settings.
In the following example, IP-address on LAN B is changed:
Original content in JSON-file:

{
"Number": "6",
"Enabled": true,
"Command": "LAN B IP",
"Entry™: [
"192.168.1.1"
1

"Comment": ""

b

Beijer Electronics, MAEN363 9 2024-05
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Configuration

Edited content in JSON-file:

{

"Number": "6",
"Enabled": true,
"Command": "LAN B IP",
"Entry": [

"192.168.1.2"

1

"Comment": ""

b

NOTE

"Enabled” must be set to 'true’ for the change to take effect.

Several settings can be changed at the same time, but they must all be set to
‘true’.

@ NOTE
Do not change the file name.

3. Put "BoX2ConfigSet.json" on a USB flash drive or SD card and connect it to your BoX2 device.
This will immediately update the network settings. When the change is done the LED on the BoX2
will change temporarily to a red flash.

4. A log file will be created on the USB flash drive, this can be used to verify that the setting was
changed. Example:

"New result file input

Time: 2000-5-28 21:32:37

LAN B set IP: 192.168.1.2
Adapter rebind LAN B successful”

The network settings have been updated.

2024-05 10 Beijer Electronics, MAEN363
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4. Image and CODESYS Runtime Update

The device comes pre-loaded with a system image (including firmware and system program).

Images and the Image Loader utility, can be downloaded from the Firmware section in our
SmartStore.

CODESYS runtime is available from the Firmware section in our SmartStore.

o IMPORTANT
CODESYS runtime update is only applicable for devices with a CODESYS runtime
license, such as BoX2 pro SC and extreme SC.

The image/Image Loader utility is used for:
» Updating the image by,
« creating an Image Loader SD card or USB flash drive
« transferring an image to a device through Ethernet
» Updating the CODESYS Runtime by,
» creating an auto-install package for SD card or USB flash drive

« transferring the CODESYS Runtime over Ethernet

85 Image Loader v8.0 build 1015 X

Image CoDeSys
External Memory

Copies necessary files to an extemal memary. When ready,
insert in panel and cycle power to initiate the update.

Select drive: ~ Create

[1 Make Recovery 5D card

Ethemet

Sends the update through Ethemet. Panel will reboot
automatically when the transfer is finished.

Target IP:  [192.168.1.1 Update

Ready

In some occasions it is necessary to make a complete system update via Make Recovery SD card.

0 IMPORTANT
On a BoX2 pro device with image version 2.0 b775 or older, we recommend to update
the image using Make Recovery SD Card. This means that the iX Developer project
and IP settings must be backed up from the device before the image is updated. See
manual MAEN361 chapter 1.2 on how to do the backup.

Beijer Electronics, MAEN363 11 2024-05
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o IMPORTANT
On a BoX2 extreme device with image version older than 2.0 b365, we recommend to
update the image using Make Recovery SD Card. This means that the iX Developer
project and IP settings must be backed up from the device before the image is
updated. See manual MAEN361 chapter 1.2 on how to do the backup.

To summarize, the image/CODESYS runtime can be updated in the following ways:

Update method iX Developer project deleted by IP address reset by updating
updating
usB No No
SD No No
Ethernet No No
Recovery SD card’ Yes Yes

'Only available for image update.

4.1. Update the Image Using USB or SD Card

Do the following:

1. Download your image from Beijer Electronics SmartStore.

2. Unzip the downloaded file and start the Image Loader application.
3. Connect a USB flash drive or SD card to the computer.
4

In Select drive:, choose the connected USB flash drive or SD card.

85 Image Loader v8.0 build 1015 X

Image  CoDeSys
Extenal Memory

Copies necessary files to an extemal memory. When ready,
insert in panel and cycle power to intiate the update.

Select drive: ~ Create

[ | Make Recovery SD card

Ethemet

Sends the update through Ethemet. Panel will reboot
automatically when the transfer is finished.

Target IP: 192.168.1.1 Update

Ready

Click Create.
When finished, eject the USB flash drive or SD card.

Connect the USB flash drive or SD card to the BoX2 device and power up the device.

©® N o u

Wait until red LED indication starts flashing fast and eject the USB flash drive or SD card.
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NOTE

Make sure to eject the USB/SD card. Otherwise, the device will try to update
again during next boot up.

9. The device automatically reboots.

10. Wait until the LED shows a blue status light, or purple on/off every 0.5 seconds (if no iX or
CODESYS project is installed).

The update is now completed.

4.2. Update the Image Over Ethernet

The Image Loader utility can be used to update the image over Ethernet.

K

IMPORTANT

Before doing any transfer over Ethernet, ensure that the network is considered
secure in order to limit the risk of any malicious intrusion.

Some best practices that are encouraged:

» Use strong passwords to ensure that network devices (routers/switches/servers)
are protected with strong, passwords.

« Utilize encryption protocols to encrypt data packets.

« Divide the network into separate segments to limit the impact of a security
breach.

» Configure Access Control Lists on network devices to restrict traffic based on IP
addresses/protocols/ports.

» Restrict access to your network by only allowing trusted devices based on MAC
addresses.

» Regularly update firmware and software on the network devices.

« If running remote, make sure to connect via VPN to create a secure tunnel for data
transmission.

« Ensure that all firmware is validated and verified before transfer, ensuring that
there is no risk of tampering.

NOTE

Before trying to update the image over Ethernet, make sure that your PC is on the
same IP-subnet as the BoX2 device. If your device has an IP address of 192.168.1.1,
and a subnet mask of 255.255.255.0, then your PC must have an IP address in the
range of 192.168.1.2 - 192.168.1.254 and a subnet mask of 255.255.255.0, in order
to communicate with the device.

Do the following:

1. Enter the device Target IP address in the dialog and click on Update to start the update.

Beijer Electronics, MAEN363 13 2024-05
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85! Image Loader v8.0 build 1015

Image  CoDeSys

Extenal Memory

Copies necessary files to an extemal memory. When ready,
insert in panel and cycle power to intiate the update.

Select drive: ~ Create

[] Make Recovery 5D card

Ethemet

Sends the update through Ethemet. Panel will reboot
automatically when the transfer is finished.

Target IP: 192.168.1.1 Update

Ready

2. The dialog shows the current installed image and the new image that the device will be updated
to. Click on Update Now! to confirm the start of the update.

o5 Version information

Installed version:  w8.0 build 1
Mew version: v3.0 build 445

Update Mow!

a X

Cancel

3. A progress bar shows the update transfer status. When the transfer is done, the device will
reboot.
4. Wait until the LED shows a blue status light, or purple on/off every 0.5 seconds (if no iX or
CODESYS project is installed).

The update is now completed.

K

NOTE

If the device contains a CODESYS Runtime, then the CODESYS Runtime must be
transferred to the device after the image has been updated. See section Update
the CODESYS Runtime Version Using USB or SD Card or Update the CODESYS Runtime

Version Over Ethernet.

4.3. Update the Image Version Using Recovery SD Card

In a complete system update the IP settings will be reset to default values and the iX Developer
project will be deleted. To keep the IP setting and the iX Developer project it is recommended to
make a backup of the iX Developer project and make a note of the IP settings prior to an image

update.

2024-05

NOTE

When updating the system image through “Make recovery SD card” an SD card
formatted with FAT16/FAT32 and maximum 32 GB must be used.
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Do the following:

1.
2.

AL S

8.
9.

In Select drive:, choose the connected SD card.

Create an image recovery SD card by selecting Make Recovery SD card when using the Image
Loader utility.

| 5@
Image  CoDeSys
Extermal Memary

Copies necessary files to an extemal memory. When ready,
insert in panel and cycle power to inttigte the update.

Select drive: | DA ~ Create

Make Recovery SD card

Ethemet

Sends the update through Ethemet. Panel will reboot
altomatically when the transfer is finished.

Target IP: 152.168.1.1 Update

| Ready

Click Create.
When finished, eject the SD card.
Connect the SD card to the BoX2 device and boot the device.

A red LED indication, with constant light, will indicate that the device is booting and updating
the image.

When the red LED indication starts to slowly blink, 2 seconds on, 2 seconds off, the update is
complete.

Eject the SD card and reboot the device.

After the reboot, wait until the LED indications shows purple, on/off every 0.5 seconds.

The update is now completed.

4.4. Update the CODESYS Runtime Version Using USB or SD Card

NOTE
@ Refer to document SUEN00392, available at Help Online, for more details and

recommendations on using the X2/BoX2 series range of products with embedded
CODESYS runtime.

To update the CODESYS Runtime, the folder containing the CODESYS .cab-files listed below must be
specified in the Image Loader utility. The existing Power Management and EtherCAT Distributed Clock
settings are shown in the Image Loader utility and can be set before updating the CODESYS Runtime.

Beijer Electronics, MAEN363 15 2024-05
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temp » CoDeSysv3.510.10.5 »

o

Mame Date modified Type Size
[l CoDeSysControl 5C 2017-04- 3 Cabinet File
[= CobebSysControl_SC_Mokcat Cabinet Hile
|= CoDeSysControl_5M Cabinet File

UpdateSoftPLCSW
,J Version

Application
Text Document 1KB

Image Loader v&.0 build 1103

Image CoDeSys

Updates CoDeSys over Ethemet with files and options
Select folder that contains CoDe Sys update files
| Fles: | | | Select folder |’

Target IP: || || Getifo

Pane! information

CoDeSys version: NAA

Panel type: N/A

Retain data: M/A

EtherCAT: N/A

OPC UA: MZA

Retain data opticns
) Cyelic retain
(® Powerfail retain (defaut)

EtherCAT options
() EthedCAT with distributed dock

(® EtherCAT without distributed clock (default) u

OPC UA options
) OPC UA Enabled

(@) OFC UA Disabled (default)

Create autodinstall package

Ready

Do the following:
1. Select the folder that contains the CODESYS files.

2. Select the desired options for Retain data, EtherCAT and OPC UA and click Create auto-install
package.

NOTE

The only valid options for BoX2 motion are Power fail retain and EtherCAT with
distributed clock.

2024-05 16 Beijer Electronics, MAEN363



Image and CODESYS Runtime Update

@ NOTE
The PLC functionality has support for storing non-volatile variables. Those
variables can be stored dynamically in two different modes:

» Power-fail mode (Default setting)
If the voltage drops below a hardware given threshold (that is, during a power
loss or power dip), the system instantly copies all persistent data defined in
the PLC application from RAM into the battery backed SRAM. They are verified
and restored when the device is restarted.

e Cyclic mode
The PLC is instructed to store all retain and persistent data directly into SRAM
synchronously with every PLC cycle. This means all device types can use the
whole available memory, which is 128 kB. However, writing to the SRAM might
increase the configured PLC cycle depending on the size of used retain and
persistent data, because a SRAM is naturally slower than a RAM. This possible
increase is dependent of the application and to find out about the possible
increase one would need to monitor the configured task(s) of the project. For
projects with large amounts of persistent data, cyclic mode is recommended.

Save the auto-install package to your connected USB or SD card.
Eject the USB or SD card.

Connect the USB flash drive or SD card to the device and boot the device.

A

Wait until red LED indication starts flashing fast and eject the USB flash drive or SD card.

NOTE

Make sure to eject the USB/SD card. Otherwise, the device will try to update
again during next boot up.

The device automatically reboots.

Wait until the LED shows a blue status light, or purple on/off every 0.5 seconds (if no iX or
CODESYS project is installed).

The update is now completed.
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4.5. Update the CODESYS Runtime Version Over Ethernet

0 IMPORTANT
Before doing any transfer over Ethernet, ensure that the network is considered
secure in order to limit the risk of any malicious intrusion.

Some best practices that are encouraged:

» Use strong passwords to ensure that network devices (routers/switches/servers)
are protected with strong, passwords.

« Utilize encryption protocols to encrypt data packets.

« Divide the network into separate segments to limit the impact of a security
breach.

» Configure Access Control Lists on network devices to restrict traffic based on IP
addresses/protocols/ports.

» Restrict access to your network by only allowing trusted devices based on MAC
addresses.

» Regularly update firmware and software on the network devices.

« If running remote, make sure to connect via VPN to create a secure tunnel for data
transmission.

» Ensure that all firmware is validated and verified before transfer, ensuring that
there is no risk of tampering.

NOTE
S Refer to document SUEN00392, available at Help Online, for more details and
recommendations on using the X2/BoX2 series range of products with embedded
CODESYS runtime.

To update the CODESYS Runtime, the folder containing the CODESYS .cab-files listed below must be
specified in the Image Loader utility. The existing Power Management and EtherCAT Distributed Clock
settings are shown in the Image Loader utility and can be set before updating the CODESYS Runtime.

temp » CoDeSysv3.5.10.10.5 »

Mame Date modified Type Size

J CoDeSysCantrol_SC Cabinet File
= ColeSysControl_5C_Mokcat

= CoDeSysControl 5M

Cabinet hHile

Cabinet File

=| Version
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Do the following:

Image Loader v&.0 build 1103

Image CoDeSys

Updates CoDeSys over Ethemet with files and options.
Select folder that contains Co DeSys update files

Fies: | | | Select folder 7|

Target IP: ||
Panel information
CoDeSys version: MAA
Panel type: N/A
Retain data: NAA
EtherCAT: N/A
OPC UA: MAA

- ‘ Getinfo sl

Retain data options
() Cyclic retain
(®) Powerfail retain (defaut)

EtherCAT options
() EtherCAT with distributed clock

®) EthedCAT without distributed clock (defauit) ul

OPC UA options
() OPC UA Enabled

(@) OPC UA Disabled (defaut)

é o deo

Create autodnstall package —
0%
Ready
1. Select the folder that contains the CODESYS files.
2. Input the Target IP address for the device.
3. Press the Get info button to make sure that communication with the device is working.
4. Select the desired options for Retain data, EtherCAT and OPC UA.

NOTE

The only valid options for BoX2 motion are Power fail retain and EtherCAT with
distributed clock.
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S NOTE
The PLC functionality has support for storing non-volatile variables. Those
variables can be stored dynamically in two different modes:

» Power-fail mode (Default setting)
If the voltage drops below a hardware given threshold (that is, during a power
loss or power dip), the system instantly copies all persistent data defined in
the PLC application from RAM into the battery backed SRAM. They are verified
and restored when the device is restarted.

e Cyclic mode
The PLC is instructed to store all retain and persistent data directly into SRAM
synchronously with every PLC cycle. This means all device types can use the
whole available memory, which is 128 kB. However, writing to the SRAM might
increase the configured PLC cycle depending on the size of used retain and
persistent data, because a SRAM is naturally slower than a RAM. This possible
increase is dependent of the application and to find out about the possible
increase one would need to monitor the configured task(s) of the project. For
projects with large amounts of persistent data, cyclic mode is recommended.

5. Press Update to perform the update.

NOTE

This button is disabled until communication has been established with the
device, by previously pressing the Get info button.

6. The BoX2 device will show a purple LED indication, with constant light, to indicate that the
CODESYS Runtime is updating.

7. Once finished, the device will automatically reboot.
Wait until the LED shows a blue status light, or purple on/off every 0.5 seconds (if no iX or
CODESYS project is installed).

The update is now completed.

NOTE

@ Before downloading a new CODESYS Runtime, the image should always first be
downloaded to the device again, even if there are no changes to the image. If only
the CODESYS Runtime is installed, then this may result in problems connecting to,
and communicating with, other devices.
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5. Getting Started and Commonly Used Functions

o IMPORTANT
Before doing any transfer over Ethernet, ensure that the network is considered
secure in order to limit the risk of any malicious intrusion.

Some best practices that are encouraged:

» Use strong passwords to ensure that network devices (routers/switches/servers)
are protected with strong, passwords.

« Utilize encryption protocols to encrypt data packets.

« Divide the network into separate segments to limit the impact of a security
breach.

» Configure Access Control Lists on network devices to restrict traffic based on IP
addresses/protocols/ports.

 Restrict access to your network by only allowing trusted devices based on MAC
addresses.

» Regularly update firmware and software on the network devices.

« If running remote, make sure to connect via VPN to create a secure tunnel for data
transmission.

« Ensure that all firmware is validated and verified before transfer, ensuring that
there is no risk of tampering.

5.1. Create and Download Project Using iX Developer

5.1.1. Create a Project in iX Developer
For information on creating a new project in iX Developer, see the iX Developer Reference Manual.

When creating a new project for BoX2 devices, we recommend setting the target to BoX2 base/pro
(SC)/extreme (SC) with VNC.

r

Choose Target
Choose your target in the menu
below
' ™\
| e ——
Interfaces: 1 x 10/100 Mbps Ethernet
1x USB
4 x serial ports (RS232/RS485/R5422) m
N~ J
e ™
Product series
- s §
BoX2 base VNC BoX2 pro VNC BoX2 pro - SC VNC BoX2 extreme VNC BoX2 ¢ pe (%)
0 4
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Creating a BoX2 target with VNC allows the user to create graphical screens that can be viewed
remotely via VNC. This can is some cases lead to easier configuration and troubleshooting of the
device.

Creating a target without VNC means that the possibility to create screens and to access them

through VNC is disabled, the hardware and image are identical. A project created without VNC can
afterwards be changed to VNC enabled by changing Target Type in “Project - Settings - Display/

- - ;—} 3 q [Zos = ProjectName Projecté
LGl & m - - - Project Title  Projects
Build Rebuild Run Simulste Debug ~Download Upload Export | BackUp Settings Referenced

Database Project Assemblies

Advanced Settings
O Alarm Server Database Target Type BoX2 pro
Deployment BoX2 base
C; Multiple Languaged | Display/Target BoX2 pro
BoX2 pro - SC
£, Tags BoX2 extreme
— BoX2 extreme - SC
BoX2 base VNC
BoX2 pro VNC
BoX2 pro - SCVNC
BoX2 extreme VNC
BoX2 extreme - SC VNC
X2 base 5 v2
X2 base 7 v2
X2 base 7 v2 HP
X2 base 10 v2
X2 base 10 v2 HP
X2 base 15 v2 HP
X2 base 5
X2 base 7
oK ‘ l Cancel

It is possible to switch from a target without VNC to a target with VNC at any time,
but not the other way around.

For more information on how to enable VNC in iX Developer, see Remote Access (FTP and VNC) in iX
Developer 2.xx, SUEN00314.
5.1.2. Download the iX Developer Project

To download an iX Developer project to a device, you can choose to either export the project to a
USB/SD card or to download the project over Ethernet.

NOTE
Not applicable for BoX2 pro motion.

Export Project to USB or SD Card

1. Open your project in iX Developer.

2. Select the Project tab and click Export.
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3.

4.
5.
6.

WX!| .J 0~ = » b | iXDeveloper 2.40 SP7 - Project1
4 Home Project System Insert View

Dynamics
EE-2A N N =]

Build Rebuild Run Simulate Debug | Download Upload

Database

In the pop-up window, find and select the root folder of your USB/SD card, and save the project
there by clicking Save.

NOTE

Make sure Save as type is set to Export to folder.

File name: | Project!

Save as type: Export to folder v

e

Eject the USB/SD card.
Connect the USB/SD card to your BoX2 device and boot it.
Wait until you get a blue LED-indication.

The installation is now completed.

Download Over Ethernet

1.

2
3.
4

7.

Connect the BoX2 device to the PC via an Ethernet connection.
Open your project in iX Developer.
Select the Project tab and click Download.

The Download Project dialog opens, and all devices connected in the network are listed with
information about IP address and device type.
Select your BoX2 device from the list.

Check that the IP address is correct and click Download.

a. Optional: Click the Include compressed project check box, to compress the project and
save it as a ZIP file.

b. Optional: Click the Password protected check box and enter a password, to protect the ZIP
file.

c. Optional: Click the Copy downloaded project to Memory card check box, to enable SD
card backup of project and settings.

The BoX2 device responds to a download request by stopping any current project. The LED will
show purple on/off every 0.5 seconds.

Wait until you get a blue LED-indication.

The installation is now completed.
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5.2. Data Exchange Between Two Controllers

5.2.1. Configure Controllers

NOTE
In iX Developer, COM port settings can be adjusted on the System ribbon tab.

Sof + ¥ Use SNTP time synchronization | Key Beep | Automatically turn of # backlight COM 1 RS-232 ~
o - SNIPSeverrame | smesindows com T — S
Updste el (s} 60 Keep backsnt on f the notfierwindow s visble, | COM 3 .

| "and Regio g Yo |

In iX Developer, do the following:

iX)Iid = b b |iXDeveloper 2.40 SP7 - Project1

|4 Project  System  Insert  View  Dynamics

'J & Cut HDelete Screen N =@ W7o .
53Co Parent Screen  ~ P ' A N ~ =
Add & S > 0 Arran
FFe Screen + » L@ = ©® |prua- .
Project Explorer > Xx Screen1 X/ Tags X [ Security X
i
Screen1
Tags | Controllers Triggers‘PnU Groups | Index Registers
7 .
9
Add ‘ Delete ‘ Controller... Settings... ‘ Show Selection... "
‘ Name ‘ ) ‘ Active
) Controllert v
( ; ESEU!Ch Q
¥ Functions (5)
a"' acirro+ Configuration
O Alarm Server
Q," Multiple Languages
6 Security
el
ol
E_J "o || pesign  script Tags used: 0

1. Click the Tags icon, (1) in the Project Explorer.
2. Click on the Controllers tab (2).

NOTE

In this example we will add two controllers and exchange data between them
through your BoX2 device.

3. Click on the Controller... button (3).

4. ldentify your controller and select it in the Select brand and Select protocol lists. Click OK.
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Choose Controller
i Choose your preferred controller or OPC

server in the menu beiow

(® Controllers N\
Select brand Select protocol
. N 7 ~
™ { oFi \
asg
‘- DHags |
s Aien-Bradiey W Etherner
e
" p—
\ \ y
OPC UA Server |

——

5. Click the Settings... button to configure your controller.

P
Lo

Tags | Controllers | Triggers | Poll Groups | Index Registers

Home ‘
Add Delete Controler... ‘I Settings... l Show Selection... ~
‘Name D Active
»  Controllerl v

NOTE

If you are unsure about Settings and Addressing, see our Drivers documentation,
accessed by clicking Help in the bottom right corner of the Settings... dialog.

6. Rename your controller by changing the name in the controllers list.

7. Click on Add and repeat steps 4 - 6 for your second controller.

5.2.2. Configure Data Exchange

To be able to configure data exchange, at least two controllers must be configured in the project
(see how this is done in the previous chapter).

In iX Developer, do the following:
1. Click on the Tags tab.

2. Check the Data Exchange checkbox under Columns Visible.

I Scrcent 7 Taos |
| Ta0s | controllers | Triggers || Pol Groups | indexRegsters
| Home |
— Columns Visible Filter — o
‘ Add vi ‘ Delete ‘ [ Sealing [ Others Cross Reference | Show Selection... v} Impor
[V] Data Exchange
B Controllers Data Exchange
Name Data Type Access Right Data Type Demo_Cantroller_1 Demo_Controller_2 Direction When
DataRegister_DO DEFAULT Readwrite INT16 Do co Demo_Controller_2 -> Demo_Controller_1 Value Change
> DataRegister_D1 DEFAULT Readwrite INT16 D1 c1 =+ Value Change
DataRegister_D2. DEFAULT Readwirite INT16 D2 c2 Value Change
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NOTE

Un-checking the checkbox will not remove your settings, it is just a visibility
filter.

3. Use the default Tag1 or add new ones. Select Data Type and add addresses for your controllers.

4. Under Data exchange > Direction, click the ... button and select how the data should be

exchanged.
1
Diata Exchange
Direction When
Demo_Contraller_2 -> Demo_Controller_1 Value Change

=i\Value Change

In the following screenshot, data exchange is configured to move the data for the selected
tag from the device configured under the Demo_Controller_2 to the device configured under

Demo_Controller_1.

u-! Edit Data Exchange Directions lﬂli—hl
D Name From To
i Demo_Controller_1 i i ;
Demo_Controller_2 i [
(
0K || Concel

In this case, it would mean that the value from C1 in Demo_Controller_2 would be copied to D1
in Demo_Controller_1:

e Contrallzrs Deta Exchange

i DaaType AccessRicht DezTypz | Demo_Comroller 1

CataRegste CO JEFALLT FReadite INT15 Do [+

JEFALLT Fead\Vite INT15 Dl 4+—i bemn_Ceniraler 3 -> Demo Cortioler -
cz

Readiite INT15 D2

Demo_Controller 2 | Die:
Demo_Centraler_2 - Demo Cortroler

§ |CatoRegiter T1
CateRegsie 2 JEFALLT

S NOTE
The direction setting must be configured separately for each tag.
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5. When the data exchange is configured, click the Download button under the Project tab in the
Ribbon at the top of the screen.

[iX)] ) 7~ = » b |iXDeveloper 2.40 SP7 - Projecti

Project

System

EREA N R

Build Rebuild Run Simulate Debug

Insert View Dynamics

£
Download

Uplc;ad Export
Database

6. Select (1) your BoX2 device as the target and click Download (2).

r 3
Download Project
Choose a target totransfer the projectto

TargetType  IPAddress  ProjectName Settings Select

BoX2 base VNC 19216811 Project! a v

Advanced v

A green checkmark will illustrate that the project has been downloaded.

S NOTE
Before further configuring data exchange, make sure that communication to all
devices works.

This is done by:

1. Opening the downloaded iX Runtime project on your BoX2 device remotely from
your PC.
For information on enabling VNC in iX Developer, see previous section Create a
Project in iX Developer and separate document Remote Access (FTP and VNC) in
iX Developer 2.xx, SUEN00314.

2. In the iX Runtime project, check that the tags that are configured to the
different controllers receive values as expected.

5.3. Enable Diagnostics Page

The diagnostics page shows diagnostic values from the BoX2 device. The diagnostic values include
internal temperature, available RAM, used storage, connection and database errors and other system
related information. The diagnostic page can be viewed after the project is downloaded to the
device.

In iX Developer:

1. Open Web server configuration from System ribbon tab. Set values needed to access web server
and enable web server for the project.
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NOTE

The URL for the diagnostics page should include the assigned port number.

Web Server Settings Settings
Enable Web Server v
Port: 80

Enable forms authentication [
User Mame: webuser
Password: fGsgj#h3tjfdfp

Password strength very strong

OK | | Cancel

2. Add system tags, used on the page, manually to the project. If the system tag is missing, ‘-’ will
be displayed on the page.

@ NOTE
The following system tags are available:

o Communication Errors (count)
(SystemTagCommunicationErrorMessage)

o Communication Error Message
(SystemTagCommunicationErrorMessage)

» Database Error Active
(SystemTagStorageErrorActive)

» Database Error Message
(SystemTagStorageErrorMessage)

» Database Max Size Exceeded
(SystemTagStorageMaxSizeExceeded)

e Current Date and Time
(SystemTagDateTime)

» Debug Logging Enabled
(SystemTagDebuglLoggingEnabled)

3. Select Functions - Tags - Add - Add System Tag.... Select and add needed tags in System tags
dialog.
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J‘ Tags ” Contrallers ” Triggers H Pall Groups || Index Registers | .
Communication

— Communication Error Message
(= ‘ Latest communication error message

Columns Visible Communication Errors

— Add' -l Delete = [ Scaling Others Number of active communication errors on all controllers
Add Tag Data Exchange :Emule Alarm S‘E[VEI Cunnectiul_'l Errors . )
umber of remote alarm servers with connection errors, e.g. disconnected servers,
Add System Tag... Database
Name Data Type Database Error Active

-« DEFALLT Set to T when there is an active database error.

v

SystemTagFlashMemaryEolInfo

SystemTagFlashMemoryLifeTimeUsed DEFALLT Database Error Message
Latest database error message

SystemTagUsedStorage DEFAULT
SystemTagSerialNumber DEFALLT Database Max Size Exceeded
SystemTagDebugloggingEnabled DEFALLT Set to 1 when database max size is exceeded,
SystemTagRuntimeVersion DEFALLT Date & Time
SystemTagStorageMemary DEFALLT Date and Time
SystemTagCommunicationErrorMessage DEFAULT Current date and time

Day

Day component of current date

Day of Week

Day of current week

Hour
Hour compeonent of current time

4. Deploy by either upload files via FTP or copy into the ProjectFiles folder. Diagnostics
page files are installed with iX Developer installation and reside in iX Developer
<version>\Bin\DiagnosticsPage.

<« iX Developer 2.40 SP7 > Bin » DiagnosticsPage

a. Enable FTP server for the project.

i.  On the System ribbon tab (1), within the Servers group, click FTP (2).

- Viu - symchronization V] Key Beep Automatically turn off backight COM 1 Rs-232 - COM4

7 K B b D
Update inteval (inutes) 60 Keep backlght on i the noifier window s visile. | COM 3 COM6 Rs-4e5 - s sever Sever i |

P Aol ==

Settings

Enable FTP server

Allow anonymous login

o> | aswori 590,

us-m

Usemame

ii. In the dialog, check the Enable FTP server checkbox (3).
iii. (Optional) Set a username and password.
iv. Click OK.
b. Download the project to the BoX2 device through Project - Download.

[iX)| ] 9 = » b |iXDeveloper 240 SP7 - Project1

Project System

EE-2A NN ]

Build Rebuild Run Simulate Debug

Insert View Dynamics

Uplo-ad Export

Database

L
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c. Connect to the BoX2 device. Use FTP settings specified in the project with the help of any

FTP client.

d. Create a new folder named ‘diagnostics’ in the ‘Website’ folder and copy the diagnostics

page files into it.

Use this URL to access the diagnostic page: http://<image_ip_address><:port>diagnostics/index.html
to access the page. Use the port defined in the web server configuration. If Forms authentication is
enabled for the web server, user is first taken through authentication process. The page is updated

asynchronously every 2 seconds with the latest data.

NOTE

For more information about how to use FTP, see Remote Access (FTP and VNC) in iX

Developer 2.xx, SUEN00314.

5.4. Create a Project in BCS Tools and Download the PLC

Program

5.4.1. Create a Project in BCS Tools

If you are using a CODESYS Runtime in BoX2 pro SC or BoX2 extreme SC, the software BCS Tools is

required

BCS Tools can be downloaded from Beijer Electronics SmartStore.

Once you have downloaded and launched BCS Tools, do the following to create your project:

1. Click File > New project....

File | Edit View Project Build Online Debug

l_‘] New Project... N

Ctrl+N

(& Open iject...V\r
Close Project
Save Project
Save Project as...
Project Archive
Source Upload...
Source Download...
Print...
Print Preview...
Page Setup...

Recent projects

Exit

Ctrl+0

Ctrl+5

Alt+F4

2. Choose Standard Project.
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[ZNew Project X
Categories Templates
=] (General) BCS E
Toois E
Empty Library [N Standard
Project
Creates a new project, automaticaly incuding the corresponding CPU and selected POUs and Tasks. |
Name  [Untitledi |
Location [C:\Jsers KPETEE \Documents V]
][ o

3. In the BCS Tools Standard Project window, click the Choose the device category: drop-down
and select the Edge Controllers group.

4. Click the Choose the device model: drop-down and select your BoX2 device from the list.

BCS Tools Standard Project X

- You are about to create a new BCS Tools Standard Project. Choose the following options and the wizard will create a project
' as you decide.

Choose the device category:

Edge Controllers ~
Choose the device model:

BoX2 pro SC - Powerfail (Beijer Electronics) - HMI with up to 31976 bytes retain/persistant SRAM. ~

BoX2 extreme SC - Cydiic (Beijer Electronics) - HMI with up to 131048 bytes retain/persistant SRAM.
BoX2 extreme SC - Powerfail (Beijer Electronics) - HMI with up to 63976 bytes retain/persistant SRAM.
BoX2 pro SC - Cydlic (Beijer Electronics) - HMI with up to 131048 bytes retain/persistant SRAM.
BoX2 pro SC - Powerfail (Beijer Electronics) - HMI with up to 31976 bytes retain/persistant SRAM.

NOTE
@ The PLC functionality has support for storing non-volatile variables. Those
variables can be stored dynamically in two different modes:

» Power-fail mode (Default setting)
If the voltage drops below a hardware given threshold (that is, during a power
loss or power dip), the system instantly copies all persistent data defined in
the PLC application from RAM into the battery backed SRAM. They are verified
and restored when the device is restarted.

e Cyclic mode
The PLC is instructed to store all retain and persistent data directly into SRAM
synchronously with every PLC cycle. This means all device types can use the
whole available memory, which is 128 kB. However, writing to the SRAM might
increase the configured PLC cycle depending on the size of used retain and
persistent data, because a SRAM is naturally slower than a RAM. This possible
increase is dependent of the application and to find out about the possible
increase one would need to monitor the configured task(s) of the project. For
projects with large amounts of persistent data, cyclic mode is recommended.
These settings must match the settings made in “Retain data options”, see
Update the CODESYS Runtime Version Using USB or SD Card or Update the
CODESYS Runtime Version Over Ethernet.

5. Make sure that Create directory for project is checked and click Next.

6. In the following window, choose the programming language for the POU created by the wizard,
and click Finish.
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BCS Tools Standard Project X

j Choose the language and the wizard will create the following objects within the project.
K

Common Task Programs

Programs associated with Main Task:
PLC_PRG in:

Structured Text (ST) N

5.4.2. Compile the Project

When the program is ready, a compile is needed to generate the executable code for the BoX2
device.

There are two ways to compile the project, the Generate code function which is an offline compile
and the online compile, which is triggered when logging into the device if there is a code change
from the last online session.

Compile Offline

NOTE
When a program change has been made to the project, the project must be
compiled.

The offline compile is triggered by using the option Generate code from the Build menu.

%51 Untitledl.project - BCS Tools
File Edit WView Project ,ﬁhlid _t Online Qel:uug_ ) Tools '|

'_-I =g & : I Generate code 'r‘“:'

q 3{ i_ﬁFﬂ ﬁ Clean
(|| Devices Clean all ' -
o | = [ Untitled!

The other two options, Clean/Clean all, will remove the generated application binaries and forces
BCS Tools to regenerate the application. After a Clean or Clean all, the controller must be stopped to
be able to update the application.
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NOTE
A project can still be changed online if the offline compile is being used, if it is only
program code changes.

Compile Online

NOTE
When a program change has been made to the project, the project must be
compiled.

This compile is triggered when logging into the CPU if there is uncompiled program code. If there are
any compile errors, the login procedure will be interrupted. The compilation must be successful to be
able to login to the CPU.

BCY Untitled].project - BCS Tools
File Edit Mew Project Build Online Debug Tools Windoa

= u AR
aEH S x| ¢ 5 .
] Devices > 1R B] StartPage ]j |
o (| = Untitied? =] r e o |
E = 'jj Device (NX3010) Communication Settings
el P 1|V P- I

If the compilation is successful, a question of online change will be shown.

5.4.3. Download the PLC Program

There are two ways to transfer the program code to your BoX2 device, the Download and the Online
Change function.

The Download function is a mode for downloading new projects and also current projects where the
PLC parameters have been changed; hardware configuration, task changes etc.

The Online Change function is a mode for downloading changes while the CPU is in RUN mode.
There is no restriction regarding how large the code change can be, as long as the only change is the
program code, the online change function is always available.

Download in STOP Mode

To download a new application or an application with hardware changes, task changes etc, the CPU
must be in STOP mode.

When logging into the CPU, BCS Tools will prompt that a download needs to be made.
When the Yes button is pressed, the CPU will enter STOP mode and the application is downloaded.
When the download is complete, BCS Tools will enter the online state with the CPU in STOP mode.

=2l pl Clogic
=3 _.Enpplicatinn [stop]

Seled
Gat

L-ﬁ Configuration and Consumption =
@ Diagnostic Explorer
i‘ Diagnostics

@7 Librare Manager
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To set the CPU into RUN state, press the RUN button in BCS Tools.

BGY Untitled2.project - BCS Tools

File Edit View Project Build Online Debug Tools Window Help

S = #h &) T%III

|| Devices + 3 X @ Start Page [_'ﬁ
o || -5 vntoledz = j—

Online Change

The online change function is a mode for downloading changes while the CPU is in RUN state. There
is no restriction regarding how large the code change can be, if the only change is the program code.

When a change is made in the program code, BCS Tools will prompt with the following message to let
the user decide whether to make an online change or a download with the PLC in STOP mode.

@ Login with online change.
() Login with download.

Login without any change.

ok || cancal | Detais... |

When a login attempt is made and the program code differs between BCS Tools and the PLC, online
change is available.

When a change in parameters, tasks or other parameter related options are changed, no online
change can be performed. BCS Tools will prompt with a message asking if you want to perform a
download instead. Click Yes or No. Clicking Details... shows the code generation timestamp of the PC
vs the PLC.

Boot Application

The Boot Application is the program code that the CPU will load and execute, after powering on or
resetting the system.

When a download is made with the CPU in STOP mode, the downloaded project will be registered as
a Boot Application.

An online change updates the Boot Application per default.

5.5. Reduce Flash Wear by Storing Data on SD Cards

Beijer Electronics recommend using industrial SD card instead of the built-in flash memory when data
logging is performed. The capability to use external SD card for data logging on BoX2 devices was
introduced in iX Developer 2.40 SP5. Since extensive writing to the flash memory can cause wear
problems and possibly premature failures, the alternative to write to an exchangeable SD card will
potentially lengthen the lifetime of the device. An SD card is easy to replace compared to a built-in
memory. In addition, the memory size of the SD card is normally much larger than the built-in flash
memory.

To set up the SD card database in iX Developer:

1. Go to Project/Settings. Select Database and select SD Card in the dialog.
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X Properties — m] X

Advanced Settings ~ emeen, =
Alarm Button Database Location ) Hard d‘sl‘-:" SD card ‘:
Database Database Settings £ i
Deployment

Display/Target
Mouse/Touch Input Delay Max size (ME)

Backup database at startup O
0

System Dialogs
Virtual Keyboard

oK | \ Cancel

2. Click on the OK Button to confirm the new settings.

When the location of the database is changed from flash to SD card (or vice versa) in an existing
application, the database will be automatically copied to the new location once the project is
transferred to the device. This will be started immediately after the project transfer has taken place
and hence a somewhat slower project start-up time can be noticed.

It is advisable to do a backup of the database in case something happens during the database copy
operation.

If during runtime of the device, the SD card is removed and the chosen location for the database is
the SD card, the panel will close the application and attempt to reboot until either an SD card is
reinserted into the device, or a project is downloaded to the device with the location set to “Hard
disk”.

Please note that if any scripting has been done towards the database, then these scripts need to be
manually adapted to work with the new location (flash or SD card).

If Audit Trail is enabled for the project and if the database is stored on SD card, the transfer client
will not provide the option to keep/remove audit trail in an existing project. It will always keep the
audit trail database. If the user wants to clear the audit trail database for the same project, the SD
card needs to be inserted into a PC and manually delete the audit trail database file.

It is also recommended to track the flash wear status in your iX Developer project.

The following System Tags can be used for that purpose:

System Tag Description
Flash Memory Life Time The usage of the device lifetime (in percent).
Used
Flash Memory EOL Info Information about the flash memory end of life. The three

possible values are:
« Normal
« Warning - Consumed 80% of reserved block

e Urgent
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Please see document Best Practice Database on SD card or flash memory for more detailed
information.
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